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Today’s objectives
Review semi-honest security
Introduce oblivious transfer (OT)

Build OT from DDH

See an end-to-end security proof






Two-Party Semi-Honest Security

Let f, [, be functions. We say that a protocol 11 securely
computes f,, [ in the presence of a semi-honest adversary

if for each party i € {0,1} there exists a polynomial time
simulator &'; such that for all inputs Xy, X,

VieW{I(XO, .Xl) = CSDi(xiajci(x()a xl))



Semi-honest Security

ﬁ
@ 8% @
Viewg()b(x, y) =1y, mym,... | Output Ob(x, y) =1y, my, My, ...

Three notions of “hard to tell apart”

X =Y Identically distributed

X ~ Y  Statistically close

&

X =Y Indistinguishable



Oblivious Transfer



¢

Sender Receiver



-out-of-2
Oblivious
Sender Transfer Receiver




b e {0,1}
-out-of-2 K o H

Oblivious
Sender Tran Sfer Recelver



— -~

Oblivious
Sender Transfer

Recelver




— -~

Oblivious
Transfer

Sender Recelver




1-out-of-2 OT Ideal Functionality

my, M b e {01}
P Q 3.5

Sender Receiver

| — —Pmb




m() my .h A

OT is an extremely powerful tool

Given enough OTs, we can build a semi-honest
protocol for any computable function



Secure AND
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Public Key Encryption Scheme

Generating a key makes a public key, private key pair pk, sk
Anyone with pk can encrypt messages

Only those with sk can decrypt



Intuitive Ildea for OT

Recelver makes two public keys, but only one has a matching private key
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Intuitive Ildea for OT

Recelver makes two public keys, but only one has a matching private key

Receiver sends each public key to Sender
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Intuitive Ildea for OT

Recelver makes two public keys, but only one has a matching private key
Receiver sends each public key to Sender

Sender encrypts one message per key
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Intuitive Ildea for OT

Recelver makes two public keys, but only one has a matching private key
Receiver sends each public key to Sender

Sender encrypts one message per key

Receiver decrypts (only) the desired message
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Goal:

Correctness
Semi-honest Security



Goal:

Correctness
Semi-honest Security

View o (mg, my, b) ~ 8 (my,my, L)

View RT(mO, mp, b) =~ & p(b, my)



Decisional Diffie-Hellman Assumption

“It Is hard to compute logarithms in certain mathematical sets”



Decisional Diffie-Hellman Assumption

“It Is hard to compute logarithms in certain mathematical sets”

Tdeal .

Real( ): g ()

$ a<—Zq
CZ(—Zq C $

3 p— b 72,
b(—Zq $

c<—Zq

return {g¢ g% o%P}
6088 return {g%g" g°)



Mg, 1My
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Sender S Receiver
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Mg, 1My

¢

Sender S Receiver
hy, hy
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Mg, 1My

¢

4 < Zq
hb « g .
Sender S Receliver
h h hl b — G
0> '
—
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[ 0z,
da
"y (_ég Receliver
Sender G
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A——————————
$
0 : Zq o g”l
r < £, 5

th.m hlrl.ml
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a<—Z,
h, «— g
Sender hb é? G Receiver
&
hO’ hl 1-b
—
$
ry <« £
$ Zq grO grl
S hb - m
h(;b * m() hlrl * ml b b
— -
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$ .
Sender rn — 7 Receliver
Py g" g" hlt - m
ry € Zq Lo . b b
O ¢ mo hl ¢ ml a
(8 rb)
Iy,
- m
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$ .
Sender ry <« 27 Receiver

q 1y r r
S 8 8 h, - m
1T S h°-my h'-m b “
0 0 1 1 a
— * (&")
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$ .
Sender ry <« 27 Receiver

q 1y r r
S 8 8 h.? - m
1T S h°-my h'-m b “
0 0 1 1 )
— * (&")
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Recelver
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$ .
Sender ry — 7 ) ) Receiver
S Zq "o " b b
h() * mo hl * ml a
(8")

VieW?T(mO, my,b) = ---
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Sender ry < Z, " . r, Receiver
$ 8 5 h m
1< Zq "o " b b
hO * m() hl * ml a
— " (¢7)

View( ' (mgy, my, b) = {mg, my, hy, hy, o, 1y }

S (my, my, L ):
hoy By, o, 7y o G

return {mgy, my,hy, hy, 1y, 71}
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$ .
Sender ry <« 27 Receiver

q 1y r r
S 8 8 h.? - m
1T S h°-my h'-m b “
0 0 1 1 )
- (8”b)

SR(b,my):
1y, 'y, A, k, S <$¥ Zq

return {b,a,g" g, g", g""% -m,g"}
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$ .
Sender ry <« 27 Receiver

q 1y r r
S 8 8 h.? - m
1T S h°-my h'-m b “
0 0 1 1 )
- (8”b)

SR(b,my):
1y, 'y, A, k, S <$¥ Zq

return {b,a,g" g, g", g% -m,g"}
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VlewRT(mO, my,b) = {b,a,h_;, g, g", hrb m ,hlr 5 - my_p}

“DDH implies that h ' “looks random”, and

"—b &
h '~ masks message my_y

Sp(b,my):
o, ', Ay Kk, S bl Z,

return {b,a, gk g" g", g%" - m,, g*}
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Hyb@ (my, m,,b) :
$
a, Fy, 1| < Zq
h, < g
h_y < G

return {b,a,h_,, 8" g" h' - my,h'~>-m_,}
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WLOG, suppose b = ()
Hyb@(mo, m,b): PP
$
a, 1y, ' < Zq
hy < g°
h &G
return {b,a, hl,g”o,g’”l,hgo-mb, hfl - m,
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WLOG, suppose b = ()
Hyb@ (my, m;,b) : PP
S

a, ry, ' < Zq

hy < &°

h &G

return {b,a, hl,g”o,g’”l,hgo-mb, hfl - m,

R’s input
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WLOG, suppose b = ()
Hyb@ (my, m;,b) : PP
$
a, 1y, ' < Zq
hy < g°
h &G
return {b,a, hl,g”o,g’”l,hgo-mb, hfl - m,
-

/

R’s randomness

R’s input
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WLOG, suppose b = ()
Hyb@ (my, m;,b) : PP
S

a, ry, ' < Zq

hy < &°

h &G

return {b,a, hl, "o g’”l By - my, ' - my )

R’s input
S’s random
messages

R’s randomness
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WLOG, suppose b = ()
Hyb@ (my, m;,b) : PP
S

a, ry, ' < Zq

hy < &°

h &G

return {b,a, hl, o g’”l h Cemy, ht - my |

R's Input The message

R’s randomness S's random R can decrypt
messages
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WLOG, suppose b = ()
Hyb@ (my, m;,b) : PP
S

a, ry, ' < Zq

hy < &°

h &G

return {b,a, hl,g”o 8", h° - my, bt my

/ \ \ The message
The message

R cannot decrypt
R’s randomness S's random g can decrypt
messages

R’s input
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Hyb@ (my, m;,b) :

$
a, 1y, ' < Zq

hy < g°
e
return {b,a, hl,g”o,g’”l,hgo-mo, hlr1 - m,

Hyb1 (mg, m;,b) :

return {b,a,h;,g",g", hg‘) - 1, hfl - m,
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Hyb1 (mg, m;,b) :

return {b,a,h;,g",g", hg‘) - 1, hfl - m,
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Hyb2 (mgy, m;,b) :

return {b,a,h;,g",g", hé” - my, mask - m, }

Hyb1 (mg, m;,b) :

return {b,a,h;,g",g", hg‘) - M, hfl - m,
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Hyb2 (mgy, m;,b) :

return {b,a,h;,g",g", hgo - my, mask - m;, }
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Hyb2 (mgy, m;,b) :

return {b,a,h;,g",g", hgo - my, mask - m;, }

Hyb3(mo, my,b):

return {b,a, h,g",g, hgo - my, mask - m;, }
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Hyb3 (my, m;,b) :

return {b,a, h;g",g, hgo - my, mask - m;, }
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Hyb3(m09 mlab) :

return {b,a, h;g",g, hgo - my, mask - m;, }

Hyb4(mo,m1,b):
a.r <$;Z
240
h a ’ Real():
0 < 8 . g ,
{hy, g, mask} « Real() ' £g

k _r kr
return {b,a,hl’gro,g”h(;b.mO,mask.ml} return {g > 8 lag 1}
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Decisional Diffie-Hellman Assumption

“It Is hard to compute logarithms in certain mathematical sets”

Tdeal .

Real( ): g ()

$ a<—Zq
CZ(—Zq C $

3 p— b 72,
b(—Zq $

c<—Zq

return {g¢ g% o%P}
6088 return {g%g" g°)



Hyb4(m0, ml,b) :
$

a,r()(—Zq

hy «— g Real():
. kr & 7
{hlag/amaSk} <« Rea-l.() ,7'1 q

k .r kr
return {b,a,hl,g”o,g’,hgo-mo,mask.ml} return {g%g',g8""}
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Hyb4(m0, ml,b) :
$

a,r()(—Zq

hy «— g Real():
. kr & 7
{hlag/amaSk} <« Rea-l.() ,7'1 q

k .r kr
return {b,a,hl,g”o,g’,hgo-mo,mask.ml} return {g%g',g8""}

C

— 1By DDH]
Hyb5 (my, m;,b)
$
a, ry < Zq
¢ Ideal():
hy < 8 k $ )
{hl, g” maSk} «— Idea-l_( ) 1,8 .

k ry o8
return {b,a,hl’gro,g”h(;b.mO,mask.ml} return {g > 8 lag }
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Hyb5(m()a ml,b) .
$

a, ) < Zq
hy < &° Ideal()$:
{h;,g',mask} < Ideal() k,ri,s < Z,

k 1
return {b,a,hl’gro,g”h(;b.mo,mask.ml} return {g » 8 19gS}
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Hyb5 (mg, m;,b) :

3
a, ) < Zq
hy < &° Ideal()$:
{h;,g',mask} < Ideal() k,ri,s < Z,

k 1 oS
return {b,a,hl’gro,g”h(;b.mo,mask.ml} return {g » 8 19g }

Hyb5(my, m;,b):
a,ry, i, K, § <$; Zq
hy < &°
h, < g~
g < g
mask « g°

return {b,a, hy,g", g’s,shgo - my, mask - m;, }



Hyb5 (my, m;,b) :

return {b,a, hy,g", g’s,ghgo - my, mask - m;, }



Hyb6 (my, m;,b) :
a,ry, i, K, § <$; Zq
hy < 8"
return {b,a,gk,g’”o,g”l,hgo-mo,gs-ml}

Hyb5 (my, m;,b) :
a,ry, i, K, § b Z,
hy < g°
hy < g~
g < g"
mask « g°

return {b,a,hy,g", g’gohgo - my, mask - m, }



Hyb6 (my, m;,b) :
a,ry, i, K, § <$; Zq
hy < g°

return {b,a, g~ g g", h  myg* - m)
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Hyb6 (my, m;,b) :
a,ry, i, K, § <$; Zq
hy < g°

return {b,a, g~ g, g" h  myg* - my)
— [By one-time-pad]

Hyb7(m0, ml,b) .
a,ry, i, K, s <$; Zq
hy < g°

return {b,a,g" g, g" h°- my, g}
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Hyb7 (mgy, m;,b) :
a, ry, 1y, K, S bl Z,
hy < g“

return {b,a,g" g, g" h° - my,g°}
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S r(b, my) :
a,ry, 1, k,s — 2
hy < g
return {b,a,g" g, g" h - my,g°)

Hyb7 (mgy, m;,b) :
a, ry, 1y, K, S bl Z,
hy < g“

return {b,a,g" g, g" h° - my,g°}
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Today’s objectives
Review semi-honest security
Introduce oblivious transfer (OT)

Build OT from DDH

See an end-to-end security proof



